Network configuration guide

Information about the core machine

& web access Scanner

The Scanner Appliance performs the
actual scans. Your license allows you
to have any number of Scanner

Web admin
Administrative user
User interface for implementation.
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Administrative user Permit all traffic from the Scanner
Orchestration (multi-tenant) of Security Center. Appliance towards scan targets.
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APl documentation
Platform API: TCP port 8005 (HTTPS)

* |f included in your license.

Communication configuration

Allow communication for the Scanner Appliance:
o Vulnerability test updates: TCP port 8007 (HTTPS)

e System patches (APT): TCP port 8044 (HTTPS)

o API for Scanner Appliance: TCP port 8004 (HTTPS)

e Scanner Appliance communication: TCP port 8022 (SSH)

Holm Security cloud

Communication configuration
Updates and health checks Allow vulnerability updates over:
Vulnerability tests and software o TCPport 443

updates are provided from o TCP port 8022

Holm Security's cloud platform.
Allow communication outbound to:

o |Pv4:185.163.84.0/22
o |Pv6: 2A00:6800:/29






